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Detecting Adversarial Samples for Deep Learning
Models: A Comparative Study
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Abstract—Deep learning techniques such as convolutional
neural networks (CNNs) have been used in a wide range of fields
due to their superior performance, e.g., image classification,
autonomous driving and natural language processing. However,
recent progress shows that deep learning models are vulnerable
to adversarial samples, which are crafted by adding small
perturbations on normal samples that are imperceptible to
human beings but can mislead the deep learning models to output
incorrect results. Many adversarial attack models are proposed
and many adversarial detection methods are developed to detect
adversarial samples generated by these attack models. However,
the evaluations of these detection methods are fragmented and
scatter in separate literature, and the community still lacks a
comprehensive understanding of the ability and performance of
existing adversarial detection methods when facing different
attack models on different datasets. In this paper, by using image
classification as the example application scenario, we conduct a
comprehensive study on the performance of five mainstream
adversarial detection methods against five major attack models
on four widely used benchmark datasets. We find that the
detection accuracy of different methods interleaves for different
attack models and dataset. Moreover, besides detection accuracy,
we also evaluate the time efficiency of different detection
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methods. The findings reported in this paper can provide
useful insights when designing systems to detect adversarial
samples and act as a guideline to design new methods to detect
adversarial samples.

Index Terms—Adversarial detection efficiency, adversarial
samples detection, deep learning attacks, image classification.

I. INTRODUCTION

N recent years, deep learning models represented by convo-

lutional neural networks (CNNs) have achieved excellent
results in many fields, such as image classification [1], target
detection [2], speech recognition [3] and natural language
processing [4]. Although the performance of deep neural net-
works is better than human experts in many aspects, its secu-
rity must be considered if we want to apply deep learning
technology to safety critical scenarios in real life. Unfortu-
nately, deep neural networks have been proven to be vulnera-
ble to attacks from adversarial examples. As the application of
neural networks becomes more and more widespread, it is par-
ticularly important to improve the robustness of deep neural
networks against adversarial examples, especially in areas that
require high safety such as medical diagnosis, criminal justice,
identity recognition and autonomous driving. For example, as
reported in [5], the attacker can modify the stop sign and the
left turn sign so that the automatic driving system will mistak-
enly recognize them as the speed limit sign and the stop sign,
respectively. Such adversarial attacks might cause serious traf-
fic accidents. In [6], the authors show that an adversary can
fool the person re-identification models to evade idenfication
tracking or even impersonate a targeted different person in the
physical world by wearing a carefully designed “invisible
clock”. In [7], the authors propose a generic and practical
reconstruction attack against federated learning [8], which
enables a malicious server to not only reconstruct the actual
training samples, but also target a specific client and compro-
mise the client-level privacy.

There have been many methods to generate adversarial exam-
ples against deep neural network models. From the perspective
of the realization of the attacks, these methods can be divided
into three categories: 1) gradient-based attacks, such as the fast
gradient sign method (FGSM) [9], the basic iterative method
(BIM) [10], the projected gradient descent (PGD) [11], the
Jacobian-based saliency map attack (JSMA) [12], the Weighted
JSMA (WJSMA) and the Taylor JSMA (TJSMA) [13];
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2) optimization-based attacks such as Carlini & Wagner
(C&W) [14]; and 3) decision-based attacks such as Deep-
fool [15]. In addition, from the perspective of whether the tar-
geted label is specific or not, adversarial attacks can be classified
into fargeted attacks and untargeted attacks. In targeted attacks,
the attacker generates adversarial examples that will be classi-
fied by the classifier as a specific category designated by the
attacker. In untargeted attacks, adversarial examples might be
misclassified as any categories rather than the correct cotegory.

In response to these adversarial attacks, researchers have
proposed a series of adversarial attack defense methods. The
proposed defense methods can also be divided into two cate-
gories. One type of method aims to generate robust models,
and the other type of method aims to detect adversarial exam-
ples. The methods of generating robust models attempt to cor-
rectly classify adversarial examples. There are three ways to
achieve this goal. The first direction is to modify model input
data, including modifying training sample data and testing
sample data, such as adversarial training [9] and data compres-
sion [16], [17]. The second direction is to modify the network
structure and optimization techniques in order to enhance
robustness to adversarial samples, including increasing the
network depth and changing the loss function, such as defen-
sive distillation [18], gradient obfuscation [19], and stability
training [20]. The third direction is to add external modules to
the original network model, such as feature squeezing [21].
However, these defenses techniques are not very effective
against adversarial examples in classification tasks. For exam-
ple, gradient obfuscation was once considered to be a very
promising defense mechanism. However, in [22], an attack
method that can effectively overcome the defense based on
gradient ambiguity has been designed. In addition, these meth-
ods of generating robust models usually require high computa-
tional costs and lead to a decrease in the accuracy of the model
on normal examples [23].

Considering the fact that it is difficult to generate a suffi-
ciently robust model to correctly classify adversarial exam-
ples, detection-based methods have attracted great attention in
recent years as another way to perform adversarial defense.
Katzir et al. [24] pointed out that in different activation
spaces, adversarial examples and normal samples have differ-
ent spatial behaviors. Yang et al. [25] observed that the char-
acteristic attribution graphs of adversarial examples are near
the boundary and different from that of the corresponding
original samples. Feinman et al. [26] used the kernel density
estimation method to detect the adversarial examples far away
from the data manifold in the hidden space of the final layer,
and used Bayesian neural network uncertainty to detect adver-
sarial examples that are close to the data manifold. Ma et al.
[27] observed that the estimated local intrinsic dimensionality
(LID) of adversarial examples is much higher than that of nor-
mal data samples, pointing out that LID can effectively cap-
ture the inherent dimensional properties of the adversarial
area. Lee et al. [28] proposed a simple yet effective method
for detecting any abnormal samples, which is claimed by the
author to be applicable to any pre-trained softmax neural clas-
sifier. Through Gaussian discriminant analysis, the class

conditional Gaussian distributions with respect to features of
the deep models are obtained, and then a confidence score
based on Mahalanobis distance is generated to distinguish
adversarial samples from normal samples. These works detect
adversarial samples generated by white-box attackes, i.e.,
assuming that the structure and parameters of the deep models
are known to the attacker.

There are also some works on detecting adversarial samples
generated by black-box attacks [29]. The success of black-box
attacks stems from the transferability of adversarial samples,
i.e., the effective adversarial samples against one model M
can also successfully attack another model M, trained on the
same dataset. Pang et al. [30] proposed a new training objec-
tive function called reverse cross-entropy (RCE) to replace
the commonly used ordinary cross-entropy (CE) loss. By min-
imizing RCE, the training procedure encourages the classifiers
to return high confidence in the correct class while a uniform
distribution on other classes for each sample. Compared to
CE, the RCE training procedure can learn more distinguish-
able representations on detecting adversarial examples. Sperl
et al. [31] supposed that adversarial examples provoke the
dense layer neuron coverage of neural networks to behave in a
distinctive pattern, which makes attacks detectable. They then
proposed Dense-Layer-Analysis (DLA) to detect adversarial
examples based on the behavior of neuron coverage when
processing samples. These methods can effectively detect the
adversarial samples generated under black-box attacks.

However, although many adversarial detection methods
have been proposed, the community still lacks a comprehen-
sive understanding on the ability and efficiency of these detec-
tion methods when facing different adversarial attacks on
different datasets. The evaluations of adversarial detection
methods scatter in separate literature and are fragmented.
Actually, as to be shown in our experimental results, the per-
formance comparison of different adversarial detection meth-
ods depends on the used dataset. It is highly probable that
method A outperforms method B on dataset D1 but performs
worse than B on another dataset D2. Moreover, most existing
work only evaluates the detection accuracy of these methods
but ignores the detection efficiency which is also very impor-
tant in many real-time applications such as auto-driving.
These facts motivate us to perform a comprehensively com-
parative study on the performance of mainstream adversarial
detection methods. In this paper, we evaluate the ability and
efficiency of five mainstream adversarial detection methods
under five well-known attack models on four widely used
benchmark datasets. The results provide a convincible evalua-
tion to analyze the systematic robustness of different classifi-
cation models.This makes the first step to build a holistic
framework to evaluate and enhance the robustness of deep
models in adversarial environments to ensure their safety
when applied in real environments.

The findings reported in this paper can provide some
insights when designing systems to detect adversarial samples
and act as a guideline to design new methods to detect adver-
sarial samples. We briefly describe our finds as follows. The
detection ability of the ML-LOO detection algorithm [25] is
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significantly stronger than other methods. It shows superior
detection accuracy on a variety of datasets against a variety of
attacks. However, because this method needs to process all
the pixels of the image, it is very time-consuming. The KD
+BU detection algorithm [26] requires least calculation, but it
also has obvious defects. For example, for the C&W attack on
CIFARIO, its detection accuracy is significantly worse than
all other methods.

The rest of this paper is organized as follows. In Section II,
we introduce some background knowledge of adversarial sam-
ples. Section III briefly introduces the five adversarial attack
models considered in this paper. Section IV describes the
detection methods to be evaluated in this paper and makes a
comparison among them. Section V gives detailed experimen-
tal results of the five detection methods (described in
Section IV) on the adversarial samples generated by the five
attack models (described in Section III) on four mainstream
benchmark datasets. Finally, Section VI closes the paper with
some concluding remarks.

II. BACKGROUND
A. Notations

Let F(-) : R* — [0,1] denotes a deep neural network clas-
sification model, which maps an image with dimension
d = h x w X ¢ to the probability vector F'(x) with dimension
C, where C' is the number of categories (output labels). The
input of F'(+) is a vector representation of an image, and the out-
put is the probability distribution of all possible classification
labels, i.e., F(x); represents the probability that the input
vector x is classified as label i. Let Z(-) denote Logits, which
is the output of the last layer of DNN (before the softmax layer).
By using the softmax activation function on Logits to calculate
the label probability, the model output can be written as

F(z) = softmax(Z(x)). ()

The predicted label ¢ of x is the label corresponding to the
maximum probability in F'(z), i.e.,

i = arg m@x(F(:r)i). 2)

Suppose that the number of layers of the deep neural network
is [ + 1, the input layer is the O-th layer and the output layer is
the I-th layer. We use F'(-) to represent the output of the i-th
neural network layer.

B. An Example of Adversarial Sample

The concept of adversarial sample was first introduced
in [32]. Adversarial samples refer to samples formed by add-
ing small perturbations to the original samples. These pertur-
bations are imperceptible to human beings, but they can cause
deep neural networks generating incorrect classification
results with a high probability. Fig. 1 shows an example of
adversarial sample. The adversarial attack only performs a
small perturbation on the original image with the label of
“orange,” which can make the DNN to misclassify it as
“cucumber” with a high degree of confidence.

233

Fig. 1. The original image (left) is classified as “orange,” the small perturba-
tions (middle) are added to the original image, and the adversarial image
(right) is classified as “cucumber”. The attack used in this example is FGSM.
The shape of the original picture is 100 x 100 x 3, and the I, distance between
the original image and the confrontation image is 4.16.

C. Threat Models

The threat models in adversarial attacks can be divided into
three categories [33]:

e The oblivious attacker does not know the existence of
the detector D and generates adversarial examples
based on the unsafe classification model F.

e The white-box attacker knows the existence of the
detector D, and knows the scheme and parameters of
the detector, and can design a special method to attack
the model F and the detector D at the same time.

e The black-box attacker knows the existence of the
detector D and how the detector is trained, but cannot
know the parameters of the detector D and the model F.

III. ADVERSARIAL ATTACK MODELS

The algorithm or method used to generate adversarial sam-
ples is usually called an adversarial attack model. Given a
model F(-) and a natural input image x, an adversarial sample
a’ = x + § can be generated by adding a certain perturbation
to x. Due to the effect of the perturbation §, the predicted label
of the adversarial sample x’ by the model is not equal to the
predicted label of its original sample z, i.e., ¢/ # 7, where

i = argmax(F(2'),) and § = argmax(F(2),), (3)

subject to that ||§|| < e. Here ||-|| represents the distance
metric and e represents the maximum perturbation size, which
restricts the perturbation amount so that the adversarial sample
and the original sample are indistinguishable from the naked
eyes. The distance metrics usually have three norms, namely
lo, I3, and l,. For image data, the [, norm refers to the number
of perturbed non-zero elements, which is the number of pixels
modified by the adversarial attack in the original image. The
l> norm is the standard Euclidean distance, which is the sum-
mation of the squares of the perturbed elements and then takes
the square root. The [, norm refers to the maximum value of
each element of the perturbation. Recently, Wang et al. [34]
used a new distance metric based on Just Noticeable Distor-
tion (JND) to better measure the perceptual similarity and gen-
erate more perceptually realistic adversarial examples. In
default, we use the /5 norm to measure the size of the perturba-
tion in this paper.

In recent years, many adversarial attack algorithms have
been proposed. Here we introduce some well-known attack
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TABLEI
SUMMARY OF ATTACK METHODS

Attack
method

Learning

Concise Description
Process

Strength

Perturb each feature in the gradient
direction of the model loss function with
respect to the input vector.

FGSM One-shot EE

Tteratively perturb the image to generate
adversarial samples. This method
explores the nearest decision boundary.

DeepFool Tterative et

Perturb a feature with a constant offset in
each iteration step to maximize the
saliency map.

JSMA Iterative

The iterative version of FGSM, multiple
FGSM-like steps with smaller step sizes
are adopted iteratively in the gradient
direction.

BIM Iterative ok

The attack is considered one of the most
powerful attack algorithms to date. The
basic idea is to introduce a cost function
as a substitute instead of directly
optimizing the loss function.

skt

C&W Iterative

models that will be used to generate adversarial samples in our
experimental evaluation. Table I gives a summary of these
attack methods. Please note the strength of different attack
models is evaluated according to the review given in [34] and
the attack success rate we derived from our experiments. The
attack models with more asterisks are considered to be more
powerful.

A. Fast Gradient Sign Method (FGSM)

Goodfellow et al. [9] explained the basic principle of adver-
sarial samples in 2014, pointed out that the intrinsic reason
why adversarial samples exist is due to the high-dimensional
linear property of the deep neural networks, and proposed a
method for generating adversarial samples called the Fast Gra-
dient Sign Method (FGSM). The idea of using FGSM to gen-
erate an adversarial sample from a normal sample can be
represented as

¥ =x+exsign(V,J(z,y)), @)

where x is the given original image, 2’ is the generated adver-
sarial example image, J is the loss function, € is used to limit
the maximum size of the perturbation, and it is generally set to
a value small enough such that it is difficult to distinguish
with the naked eyes. Backpropagation is used to efficiently
calculate the gradient. This method uses the gradient of the
loss function to determine the direction of change of pixels,
and eventually all the pixels will increase or decrease in equal
proportions. For a variety of models, this method can effec-
tively generate the required adversarial samples.

B. Basic Iterative Method (BIM)

Alexey et al. [10] proposed an iterative version of FGSM.
The basic idea is to optimize the large-step operation to
increase the loss function of the classifier by processing multi-
ple small steps. It can increase the loss function and perform

image perturbation to obtain the adversarial example with bet-
ter adversarial resistance. The formula is

) = clipy (@) +esign(Vy,  L(zi_;,y))), 5)

/ . . . . . /
where x, =z, clip,.(-) is the clipping function to keep z;
within its range. In the iterative process, BIM adds many small
perturbations along the maximum gradient, and after each per-
turbation, the gradient is recalculated. Compared with FGSM,
BIM can attack more accurately because it omits some irrele-
vant perturbations, but the amount of calculation and time
required also increase significantly.

C. Deepfool

DeepFool [15] is a non-target attack optimized for the [y
norm distance metric, and it is also a white-box attack algorithm
based on fast gradients. This method first assumes that the neu-
ral network is completely linear and the classification function
of the classifier is f(z) = w’z + b. According to the classifica-
tion function, the hyperplane is I' = {z : w! + b= 0}. When
a perturbation r is added at a certain point z, and it is per-
pendicular to the plane I, the added perturbation is the smallest
and can meet the iteration requirements, as shown in the
following formula

r*(x9) = arg min,||r|,

s.t. sign(f(xzo + 1)) # sign(f(zo)), 6)
and there is a closed-form solution
r* (360) - _ f(zOZ) w (7)
[[w][5

In the overall iterative process, the adversarial sample genera-
tion conforms to the following formula

argmin |||,
T

st f(x) + Vf(z:) r = 0. 8)

DeepFool uses iteration to generate the minimum norm to
against the perturbation. At each step, it modifies the pixels
located within the classification boundary to the outside
boundary until a classification error eventually occurs. This
method maintains almost the same A as FGSM, but produces
less perturbation.

D. Jacobian-Based Saliency Map Attack

Nicolas et al. [12] proposed an attack method for non-cyclic
feedforward neural networks, called Jacobian-based Saliency
Map Attack (JSMA), which generates perturbation by modify-
ing a finite number of pixels in the original image. By using
the forward derivative, the method uses the Jacobian matrix to
calculate the characteristics from input to output

_OF(2) _ [0F)()
VF@) = ox _[ o; :|z'61...M.,j61.N7 ®
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where F' is the output of the last hidden layer of the classifier.
The method of calculating the gradient of the preceding deriv-
ative is similar to backpropagation, but the preceding deriva-
tive directly uses the derivative of the network instead of the
cost function. At the same time, the preceding derivative
depends more on the characteristics of the input rather than
the network parameters, so it can obtain more significant
results in the output. The saliency mapping operation is per-
formed on each forward derivative and output label, and the
result is used as the basis for adversarial sample adjustment.
The saliency mapping is as follows:

if aFt i) Oor > IR
Sl =1{ /e e . (10)
( 8t7 )‘Z#t 3r, | Otherwise
where 1 is the input feature. The 2 ( brought by the mapping

requirement ¢ is a positive number. When other points have a
negative impact, the point that does not meet the relevant sig-
nificance condition is set to 0. Finally, it takes the input feature
that makes the largest of all the significant values to adjust the
sample, and subtracts the original value to obtain the interfer-
ence value. The purpose of constructing a saliency map is to
study which pixel position changes have a greater impact on
the target classification ¢ (if the corresponding position deriva-
tive value is positive, increasing the pixel at the position can
increase the score of the target ¢).

To perturb the input features through this method, it only
needs to select pixels with large values for perturbation, which
can quickly achieve the purpose of misclassification of the
attacker. Compared with other methods, JSMA interferes with
fewer pixels.

Recently, Loison et al. [13] proposed two probabilistic
adversarial variants of JSMA, namely the Weighted JSMA
(WJSMA) and the Taylor JSMA (TJSMA). The main idea of
WISMA is to penalize gradients related to small probabilities
to reduce their influence on saliency maps. The goal is to
obtain a more balanced saliency map than that proposed by
JSMA. The principle of TISMA is to additionally penalize the
choice of feature components that are close to the maximum
feature value. These two methods can achieve significantly
faster and more efficient attacks than JSSMA.

E. Carlini & Wagner (C&W)

The C&W [14] attack is an optimization-based attack, and
the adversarial samples produced by C&W are the ones with
the smallest gap with the original samples among the five
adversarial attacks models introduced in this section. Moreover,
its attack power is considered the strongest. The essence is that
in the iterative process, the discriminability of classification in
the adversarial sample and the original sample are combined as
anew optimization target to combine the iteration and optimiza-
tion process. They define ' = § (tanh(w) + 1) in terms of an
auxiliary variable w, and solve

min|| (i) + 1) = ol + - 1 (G tan(a) +1), @)

where c is an introduced parameter. The C&W algorithm uses
a dichotomy to find the smallest value of c. The objective
function f(-) is defined as

f(2') = max(max{Z(a'), : i #t} — Z(2'),,—k), (12)
where k controls the confidence on adversarial samples. The
value of k is the confidence values. When the value of k
increases, the error probability of sample classification
increases. Increasing the value of k£ makes the amount of cal-

culation and the iteration time increase.

IV. DETECTION METHODS

In this section, we summarize five mainstream adversarial
detection methods to be evaluated in this paper, including the
evaluation setup, results, pros and cons of each detection
method. A summary of these detection methods is presented
in Table II. The main results are the performance of detection
methods against the oblivious attacker. Please not that the
main results in the table are the performance of detection
methods against the oblivious attacker.

A. Spatial Behavior in Activation Spaces

Katzir et al. [24] pointed out that normal samples and
adversarial samples have different spatial behaviors in differ-
ent activation spaces. By analyzing the activation spaces in
the process of class separation, the spatial pattern that distin-
guishes adversarial samples and natural samples can be deter-
mined. The attacker designs the adversarial sample to be very
similar to the corresponding normal sample but will cause the
classifier to assign incorrect class labels to it. Therefore, in the
activation space of the lower network layer, the author expects
adversarial examples to appear in proximity to normal instan-
ces of their source class, while adjacent to instances of some
other classes in the activation spaces of the last set of network
layers.

The author first used the normal samples to construct the
activation space, fed the normal samples into the network, and
calculated the activation value of each layer. They then used
principal component analysis (PCA) to reduce the dimensions
of these activation values and construct a Euclidean activation
space for each layer. After that, the author trained a dedicated
k-NN classifier for each activation space and mapped the
points in the space to a class label of the network. Due to the
non-differentiability of the £-NN classification algorithm, it
can provide gradient confusion, thereby preventing all simple
gradient-based attacks on the detector. The author estimated
the prior probability of class label conversion. The trained
k-NN classifier is used to assign a class label sequence to each
input sample, and each classifier assigns a label to the sample.
The class label sequence of normal samples can be used to
estimate the prior probability of class label changes between
each pair of adjacent network layers. It is expected that this
prior probability is relatively high in the first few activation
spaces, and gradually decreases in the last few activation
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TABLE II
SUMMARY OF DETECTION METHODS
Method Summary Datasets Attacks Main Results Pros Cons
Use activation spaces to
avsvsilt%nae:\;;lulerﬁ:ltosfacrﬁpslse MNIST MNIST AUC=091: No need to use adversarial Only evaluating against the
SPBAS [24] labels and then computes CIFAR-10 C&W CIFAR10 AUC=0.95 exampiles to train the C&W attack_,' High memory
the likelihood of the etector requirements
sequences
Base on the significant CIFAR-10 AUC: Evaluating on a diverse set
difference in feature MNIST, FGSM, PGD, FGSM 0.997, PGD of adversagrial attacks; good Query inefficiency; takes a
ML-LOO [25] attributions between CIFAR-10, C&W, BIM, 0.999, C&W 0.995, erformance apaimst. ngmst lon ﬁyme o extraZ{ foatares
adversarial examples and CIFAR-100 JSMA JSMA 0.981, Deepfool P attac%( &
original examples 0.994
Extract depmty estlme}ted MNIST: Average Fast feature extraction; no
and Bayesian uncertainty MNIST, . .
. FGSM, C&W, AUC of 0.9259; need to use adversarial
KD+BU [26] estimates to construct two CIFAR-10, BIM, JSMA CIFAR-10: Average examples to train the Low detector performance
unsupervised detectors and SVHN ’ : & p
. AUC of 0.8554 detector
also an combination of them
characterizes the
. . - MNIST: Average . .
dimensional properties of MNIST, : . . The detection results will be
LID [27] adversarial regions via the CIFAR-10, F]?I?\i[v[l]scl\%xv, CI/;BI({:&O éOAE"] 7esl'6a, e EV?}F 22:55;@3;;?:;:“ affected by different
use of Local Intrinsic SVHN . AUC Of' 0 9189g minibatch sizes
Dimensionality .
Under Gaussian
discriminant analysis, the
confidence score of . . .
Mahalanobis distance is SVHN, FGSM, BIM, 95171:713/&];88[ gécgs(l)\g S:g;ﬂifﬁe?:glﬂrli-st;aﬁl:fd The number of samples
MAHA [28] obtained based on the class CIFAR-10, DeepFool, D'ee 01'3001 g5 2-6"/ o ‘which can detect man ! available to train the logistic
conditional Gaussian CIFAR-100 C&W P i y regression model is small
C&W 91.77% attack methods

distribution with upper and
(low- and upper-level)
features

spaces, and the label conversion mode of adversarial samples
will be very different from the label conversion mode of nor-
mal samples.

According to the prior probability of tag conversion, the
likelihood of a label conversion sequence can be calculated.
When calculating the likelihood, the authors follow the Naive
Bayes principle and assume that the predictions of the k-NN
classifier are independent of each other. When dealing with
deep neural networks, because the number of layers of the net-
work may be large, the label conversion sequence can become
quite long. If the probabilities are multiplied, the precision of
floating-point calculations will quickly be exhausted, resulting
in large deviations in the results. To overcome this computa-
tional limitation, the author calculates the log likelihood (the
sum of the logarithms of the probability) instead of the prod-
uct. The author’s process of processing adversarial samples is
similar to the process of processing normal samples. The
adversarial samples are input into the network, the corre-
sponding activation values are calculated, and finally each
adversarial sample is assigned a category label sequence.
Finally, the authors calculate the likelihood of each normal
sequence and adversarial sequence and choose a threshold to
distinguish the adversarial samples from the normal ones.

B. ML-LOO: Detecting Adversarial Examples
With Feature Attribution

Yang et al. [25] studied the application of feature attribution
in detecting adversarial samples. The authors observed that the
feature attribution map of the adversarial sample near the
boundary is always different from the feature attribution map

of the corresponding original sample. They also observed that
this difference can be summarized by simple statistics that
characterize differences in features, which can distinguish
adversarial samples from natural samples. The authors specu-
lated that this is due to the adversarial attack trying to perturb
the sample to an unstable area on the decision plane.

The feature attribution method ¢ maps the input image
x € R? to the attribution vector ¢(z) € R? that has the same
shape as the image, so that the i-th dimension of ¢(z) is the
contribution of ¢-th feature to the model’s prediction of a spe-
cific image. The authors focus on the leave-one-out method
(LOO) [35], [36]. When the considered feature is covered by a
certain reference value (such as 0), LOO assigns a reduced
probability of the particular class to each feature. Denoting
the example with the i-th feature masked by 0 as z(;, LOO
defines ¢ as:

(13)

The authors observe that there is a significant difference in
the distribution of feature attribution values between normal
samples and adversarial samples, so they propose to use inter-
quartile range (IQR), which is the difference between the 75th
percentile and the 25th percentile among all elements of the
attribution vector ¢(z), to detect adversarial samples. In order
to detect adversarial samples with mixed confidence levels,
the paper generalizes the proposed method to capture the dis-
persion of feature attribution outside the output layer of the
model. For adversarial samples that are in a small neighbor-
hood with the original sample in the pixel space but obtain a
different category from the original sample with high
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confidence in the output layer, the feature representation grad-
ually deviates from the feature representation of the original
sample along the layer. Therefore, the authors expect that the
neurons in the middle layers contain uncertainties that can be
captured by the feature attribution map. The paper denoted the
map from input to an arbitrary neuron n of an intermediate
layer of the model by F}, : R? — R. The feature attribution of
neuron 7 is defined as ¢ () : R? — R, such that the i-th
entry quantifies the contribution of feature 7 to neuron n. For
LOO, the authors indicate that

br, (2); = Fu(z) — Fu(z@). (14)

C. Density Estimates and Bayesian Uncertainty Estimates

Using the intuition that adversarial samples are far away
from the real data manifold, Feinman et al. [26] designed two
indicators, density estimation and Bayesian uncertainty esti-
mation, to detect adversarial samples. Density estimation is
calculated using the training set in the feature space of the last
hidden layer, and they are used to detect samples far away
from the data manifold. Bayesian uncertainty estimation is
used to detect when a sample is located in a low-confidence
region of the input space, and it can detect adversarial samples
that cannot be detection with the density estimation.

It is assumed that the technique of generating adversarial
samples will usually generate an adversarial sample x’ from
the source sample = with prediction category y. The adversar-
ial samples are not on the manifold and are incorrectly classi-
fied as ¢/. The paper models the submanifolds of each
category by performing kernel density estimation in the fea-
ture space of the last hidden layer, and then detects adversarial
samples. Let h(z) be the activation vector of the last hidden
layer of sample z, the density estimation of sample = with the
prediction class g of is defined as

K(z,X5) = Y ko(h(2), h(z:)),

.Tl'EX]}

s5)

where X; is the set of training points of class g, k(-, -) is the ker-
nel function defined in Eq. (16), and o is the tuned bandwidth

ko(m,m) ~exp(—||m—n|\2/c72). (16)

Although the density estimation index can easily detect
adversarial samples far away from the submanifold of ¢/, when
2’ is very close to the submanifold, the effect of this index
degrades. Therefore, the authors propose another indicator
called Bayesian neural network uncertainty to overcome this
limitation. For the adversarial sample and the prediction results
of T times, the uncertainty estimate can be calculated as

1 T 1T 1 r ’ ’ 1 T ’
vy -3 3= (3300) (3300) o
i=1 i=1 i=1

The authors point out that when generating adversarial sam-
ples, the uncertainty is usually larger than the original sample

and the density estimate is usually smaller. The reason is that
the adversarial sample may be in an area with high uncertainty
and/or low density estimation. Therefore, these two features
are reliable indicators for detecting adversarial samples.

D. Local Intrinsic Dimensionality

Ma et al. [27] proposed to use local intrinsic dimensionality
(LID) to detect adversarial samples. Given a reference sample
x ~ P, where P represents the data distribution, the estimator
of LID at x is defined as

k (o -1
LID(z) = — (%Zlog :k((m))> :

where r;(z) represents the distance between x and its i-th
nearest neighbor in the extracted point samples and 74(x) is
the maximum value of the adjacent distance. For each sample
and each conversion layer in the DNN, the LID estimate is cal-
culated. The authors point out that the theoretical LID of
adversarial samples is much larger than that of normal samples
and thus can be used to detect adversarial samples.

(18)

E. Mahalanobis Distance

Lee et al. [28] proposed a simple and effective method that
is suitable for any pre-trained softmax neural classifier. Under
Gaussian discriminant analysis, for the upper and lower layer
features of the deep neural network, the class conditional
Gaussian distribution is obtained. The Mahalanobis distance
(MAHA) is used to get the confidence score and build a logis-
tic regression model based on which adversarial samples can
be detected. First, on the pre-trained softmax neural classifier,
a generative classifier that assumes the conditional-like Gauss-
ian distribution obeys the multivariate Gaussian distribution is
obtained, and the parameters of the generative classifier are
estimated by calculating the empirical class mean and covari-
ance of the training samples.

S22 33 () - UL ) (19

where N, is the number of training samples with label c. This
is equivalent to fitting the conditional-like Gaussian distribu-
tion with a tied covariance to training samples under the maxi-
mum likelihood estimator.

Second, using the above induced conditional-like Gaussian
distribution, the Mahalanobis distance between the test sample
x and the closest conditional-like Gaussian distribution is used
to define the confidence score M (x) as

M(z) = max —(f(z) = &) 27 (f(z) = A)-

c

(20)

In particular, the authors remark that abnormal samples can
be characterized better in the representation space of DNNGs.
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Through the experiments of generating classifiers, they prove
that the features of the trained DNNs support the hypothesis
of GDA, which shows that the classifiers based on Mahalano-
bis distance are feasible to achieve softmax accuracy.

Then, in order to make in—distribution and out-of-distri-
bution samples more separable, a small controlled noise is
added to the test sample. The noise is generated to increase
the proposed confidence score, as shown in Eq. (21). More-
over, by using the feature ensemble method to measure and
combine the confidence scores of the final features in
DNNs and other low-level features, the weight of each
layer is obtained by training a logistic regression detector
on the verification sample.

T=x+¢e-sign(V,M(x))

=z — e sign(V,(f(x) — 1) ST (f(x) — o). 1)

V. DETECTION METHODS EVALUATION AND COMPARISON

We evaluated the five detection methods discussed in
Section IV against the five attack models described in
Section III on four benchmark datasets. In this section, we
report the results and analyze them.

A. Experimental Setup and Datasets

Hardware Setup: All our experiments are conducted on a
server equipped with an Xeon E5-2689 CPU and one GeForce
RTX 2080Ti GPU. The memory capacity is 32 GB and the
video memory size is 11 GB. The operating system is Linux
Ubuntu 16.04.

Benchmark Dataset: We evaluate the considered detection
methods on four widely used benchmark datasets: MNIST,
SVHN, CIFARI10, and CIFAR100. The MNIST dataset con-
sists of 70000 handwritten digits from O to 9, of which 60000
samples are used to construct the training set and 10000 sam-
ples are used to construct the testing set. Each image is repre-
sented by 28 x 28 gray pixels. The SVHN dataset consists of
digital pictures in natural scenes. Its training set contains
73257 images, and its testing set contains 26032 images, each
with a size of 32 x 32 x 3. CIFARIO0 is composed of 60000
color images, of which 10000 images are used to construct a
testing set. Each image is stored by 32 x 32 x 3 pixels. The
CIFARI00 dataset has 20 categories, which are further
divided into 100 sub-categories. Each sub-category contains
600 images (500 training images and 100 test images), and
each image needs 32 x 32 x 3 pixels to store.

B. Implementation of Attack/Detection Models

We use Keras with TensorFlow backend as our deep learn-
ing framework. For those attack/detection methods for which
the code is available, we use the code provided by the authors.
For those methods for which the code cannot be publicly
obtained, we implement with Python and follow the settings
given in corresponding papers. For MNIST and SVHN, we
use a convolutional network composed of 32 convolutional
layers. After each convolutional layer, there is a maximum

Fig. 2. The ¢-SNE visualization of the input space and output space of the
classification network. The colors represent different class labels. The first,
second, and third rows are visualizations of the MNIST, CIFARI10, and
SVHN datasets, respectively. The first column represents the input space, and
the second column represents the output space.

pooling layer and a dropout layer with a loss rate of 0.25. The
dropout layer used after each dense layer has a loss rate of 0.5.
The classification accuracy of this classification network for
MNIST and SVHN can reach 99.8% and 95.5%, respectively.
For CIFAR-10 and CIFAR-100, we trained a 20-layer and 56-
layer ResNet [37], and the recognition accuracy achieves
94.8% and 73.6%, respectively. The pixel values of the images
in datasets are all scaled to the interval [0, 1]. The loss func-
tion used in each neural network training process is cross
entropy. For the optimizer we choose the stochastic gradient
descent (SGD) with a momentum of 0.9 and set the batch size
at 128.

We use the ¢-distributed stochastic neighbor embedding
(t-SNE) [38] to project the input space and the output space of
the classification networks that we adopted for MNIST,
CIFAR10, and SVHN, respectively, onto the 2D map. The
results are shown in Fig. 2. We use different colors to repre-
sent different category labels. In the input space, the colors are
interwoven and mixed, while in the output space, the colors
are separated from each other. The obvious color separation
shows the effectiveness of the classification model we use.
The ¢t-SNE maintains the relative distance of each data point
to its neighbors in the projection visualization. It is an unsu-
pervised dimensionality reduction method, especially suitable
for the visualization of high-dimensional datasets.

C. Adversarial Examples and Noise Examples

We use cleverHans [39] and advertorch [40] to construct
adversarial perturbations. According to the setting of the origi-
nal paper for each adversarial detection method, we mainly
test the performance of detection methods against the oblivi-
ous attacker, which is discussed in Section II-C. In addition,
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TABLE III
THE MEAN Ly PERTURBATION AND MODEL ACCURACY
ON ADVERSARIAL EXAMPLES

MNIST CIFAR10 SVHN CIFAR100
Lo Acc. Lo Acc. Lo Acc. Lo Acc.
FGSM 840 | 0.13 | 12.63 | 0.06 | 12.63 | 0.08 | 16.63 | 0.01
C&W 1.84 | 0.00 0.13 0.00 3.39 0.00 0.12 0.00
BIM 528 | 0.02 8.05 0.00 9.83 0.02 8.99 0.00
JSMA 6.17 | 0.09 2.55 0.01 2.92 0.00 7.42 0.09
Deepfool | 2.97 | 0.00 0.15 0.00 0.55 0.00 | 24.79 | 0.00

we focus on untargeted attacks, in which the attackers gener-
ate adversarial examples that might be misclassified by the
classification network into any arbitrary incorrect label. For
each dataset, we use each adversarial attack method to gener-
ate corresponding adversarial samples for 5000 test samples.
We only attack the test samples correctly classified by the
model because the attacker has no reason to attack the samples
incorrectly classified by the classifier. Among them, 3000
adversarial images and 3000 corresponding normal images
were used for the training of five adversarial sample detectors.
We use the L, norm to represent the magnitude of the adver-
sarial perturbations. The average perturbations size and the
classification accuracy of the classifier on the adversarial sam-
ples are shown in Table III. The accuracy reflects the propor-
tion of adversarial samples that were classified as the true
label of their normal counterparts, and the smaller the value,
the more effectiveness the attack is.

We report the detection results of these five detectors on the
remaining 2000 adversarial images and corresponding normal
images. For LID, KD+BU, and MAHA, we use both normal
samples and noise samples when training the detector. Follow-
ing the procedure outlined in [26], for JSMA attack, we first
calculate the number of pixels that are disturbed when gener-
ating the adversarial samples and then generate the corre-
sponding noise samples by changing the same number of
pixels randomly selected in the original sample to the maxi-
mum value. For the other adversarial attacks, we generate
noise samples by adding random noise to the normal samples.
The magnitude of perturbation added to the noise samples is
the same as the magnitude of perturbation added to the corre-
sponding adversarial samples.

D. Feature Extraction

For SPBAS, we feed the normal samples and adversarial
samples into the neural network and calculate the activation
value, i.e., the output value of the neural network layer with
the activation function. Due to the high dimensionality of
these values, we use principal component analysis (PCA) to
reduce the dimensionality of these activation values to con-
struct a Euclidean activation space for the activation values.
For neural network layers with more than 100 neurons, we
reduce the dimensionality to 100 PCA components. For
layers with fewer output neurons, we keep the original
dimensionality. Then we train a dedicated k-NN classifier
for each activation space and map the points in the space to
a class label of the network. We set the value of %k to 5.
Then we use the trained k-NN classifier to assign a class
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Fig. 3. Log likelihood of each normal sample and adversarial sample. To

facilitate comparison, we sort the values in ascending order.

label sequence to each input sample, where each classifier
assigns a label to the sample.

For ML-LOO, we select a set of layers in the middle of the
neural network that use activation function as the layers we
consider. In the output layer, we focus on the probability cor-
responding to the predicted label of the sample. We sequen-
tially replace each pixel of the image with O and then record
the IQR of the output change value of each neuron in the
selected middle layer and the IQR of the probability change
corresponding to the sample prediction label.

For KD+BU, we calculate the kernel density estimate in the
feature space of the last hidden layer, as shown in Eq. (15).
Furthermore, we set 7' = 50 to calculate the uncertainty esti-
mate by 50 prediction results of sample z, as shown in
Eq. (17).

For LID, we calculate the LID estimate for each network
layer of each sample. The activation value of the neuron in a
given layer is used as the input of the distance function
required for this estimation. We use all network layers, includ-
ing conv2d, max-pooling, dropout, ReLU, and softmax.

For MAHA, we consider measuring and combining the con-
fidence scores of the final features in DNNs and the other low-
priced features, calculating the empirical mean and tied
covariance respectively by using the weighted average method
to integrate them. We then use the validation samples to train a
logistic regression detector to select the weight of each layer.

E. Detector Performance Comparison

We implement the detector in each detection method
according to the detection framework described in correspond-
ing original paper. For SPBAS, we use the k-NN classifier as
the detector. For ML-LOO, KD+BU, LID, and MAHA, we
use a logistic regression classifier as the detector. The adver-
sarial samples are assigned as positive labels, and the normal
samples and noise samples are assigned as negative labels.
Since these classifiers are based on thresholds, we use the area
under the ROC curve (AUC) as the major performance evalua-
tion indicator. Because these classifiers are based on thresh-
olds, we use the area under the ROC curve (AUC) as the
major performance evaluation indicator, where the true posi-
tive rate (TPR) is the proportion of adversarial samples that
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Fig. 4. ROC curves of five detection methods on four datasets against FGSM. We set the maximum distortion of adversarial example to 0.3.
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Fig. 6. ROC curves of five detection methods on four datasets against BIM. We set the maximum distortion of adversarial example and the step size for each

attack iteration to 0.3 and 0.05, respectively.

are correctly classified as adversarial samples, and the false
positive rate (FPR) is the proportion of normal samples or
noisy samples that are misclassified as adversarial samples.
We control the FPR between 0 and 0.3, because it is reason-
able to control FPR in a relatively small range, and it can
show the difference between ROC curves of various detection
methods more clearly. We find that the detection accuracy of
SPBAS on the CIFAR-100 dataset is low (approximately 0.5),
which may be due to the fact that the likelihoods of the switch-
ing sequences of adversarial samples are almost the same as
that of normal ones, as shown in Fig. 3. For this reason, we
will not discuss the detection performance of SPBAS on
CIFAR-100 in the following.

1) Detection Performance Against FGSM: The perfor-
mance of the five detection methods under the FGSM attack
model on the four datasets is given in Fig. 4. Generally, all the
five detection methods perform fairly well in detecting adver-
sarial samples generated by FGSM. ML-LOO performs the
best on all the four datasets, while SPBAS and KD+BU per-
form worse than the other detection methods. Especially, the
AUC value of SPBAS is only 0.7456 on the CIFAR-10 data-
set, which means that it cannot effectively detect the FGSM
attack on this dataset. Moreover, we can find that SPBAS

performs better than KD+BU on MNIST and SVHN, but per-
forms worse than KD+BU on CIFAR-10 and CIFAR-100.
This means that the performance of different detection meth-
ods highly depends on the property of the datasets.

2) Detection Performance Against C&w: The perfor-
mance of the five detection methods under the C&W attack
model on the four datasets is given in Fig. 5. It can be
observed that all the detection methods perform well on the
MINST dataset, with all the AUC value higher than 0.97.
However, the performance diverges on the other three data-
sets. For example, on the CIFAR-10 dataset, ML-LOO per-
forms best with a high AUC value of 0.9954 while KD+BU
performs worst with a low AUC value of only 0.6273. The
performance flips among different detection methods are also
observed, similar as for the FGSM attack. Generally, C&W
seems to be slightly more complicated than FGSM because
the average AUC is slightly lower.

3) Detection Performance Against BIM: The performance
of the five detection methods under the BIM attack model on
the four datasets is given in Fig. 6. It can be observed that
SPBAS performs poorly in the detection of BIM on CIFAR-
10 and CIFAR-100, with an AUC value of 0.7076 and 0.8200,
respectively. In contrast, ML-LOO always performs the best
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ROC curves of five detection methods on four datasets against JSMA. The maximum percentage of perturbed features is set to 0.1.
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Fig. 9. Performance comparison of each detection method on resnet-20 and resnet-56 models against five attacks on CIFAR-10.

among the five detection methods with an AUC value of 1.00
on all the four datasets. KD+BU also performs poorly on the
MNIST dataset, with the AUC value of only 0.6947.

4) Detection Performance Against JSMA: The perfor-
mance of the five detection methods under the JSAM
attack model on the four datasets is given in Fig. 7. Com-
pared with FGSM and BIM, the adversarial samples gener-
ated by using JSAM are more difficult to detect. For
example, the AUC value of KD+BU on the CIFAR-10 and
CIFAR-100 dataset are only 0.6401 and 0.6659, respec-
tively. It is worth pointing out that ML-LOO performs
fairly poorly on the MNIST dataset, with the AUC value
of only 0.8819. As a comparison, the AUC value of ML-
LOO is higher than 0.96 in all other cases.

5) Detection Performance Against Deepfool: The perfor-
mance of the five detection methods under the Deepfool attack
model on the four datasets is given in Fig. 8. Similarly as in
previous scenarios, ML-LOO performs the best and achieves
the highest AUC value in three datasets (CIFAR-10, SVHN,
CIFAR-100). On the MNIST dataset, the SPBAS performs the
best with the AUC value of 1.00. KD+BU performs the worst
with achieving the lowest AUC value in CIFAR-10 and
CIFAR-100, both smaller than 0.67.

6) Detection Performance on Different Network Models:
We also explore the detection performance of different

detection methods for network modelds with different
depth against the same dataset and attack to investigate the
complexity of network model on the detection accuracy.
We trained two models, namely ResNet-20 and ResNet-56,
having 20 layers and 56 layers respectively, on the same
dataset CIFAR-10. The results are shown in Fig. 9. It can
be observed that the network depth does not have a consis-
tent impact on detection accuracy. In some cases the
adversarial samples generated for deeper models (ResNet-
56) are easier to detect, but there are also some cases in
which the adversarial samples generated for shallower
models (ResNet-20) are easier to detect. For example,
ML-LOO, LID, and MAHA are easier to detect C&W
attacks on shallow networks, while the cases of SPBAS
and KD+BU are opposite.

7) Summarization on Detection Accuracy: To summarize,
we find that no detection method can consistently outperform
other methods in detecting all the five attacks considered in
this paper on the four datasets. The detection performance of
ML-LOO is generally good, but as to be discussed in
Section V-F, this detection method takes the most time, and
thus its detection time efficiency is the lowest. Generally, how
to design time-efficient methods that can be used to detect
adversarial samples in generic cases is still an important issue
to be solved in the future.
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F. Detection Time Comparison

In order to detect adversarial samples, we need to first
extract features, which varies with different detection
methods, and then use these features to train a classifier to
determine whether a sample is adversarial or not. The
detection time thus consists of two parts: the time spent in
feature extracting (T.;tqc¢) and the time spent in adversar-
ial judging (Tjuge). Because the capabilities of different
attack models vary from one to another, the number of
adversarial samples that can successfully achieve the attack
is different. This fact leads to a varied number of adversar-
ial samples we used to evaluate each attack. For a fair
comparison, we calculated the average detection time of
each method over 5000 samples on each dataset against
each attack as

Teztruct + T‘judge

T =
N

x M (22)

where N represents the total number of samples used to
evaluate an adversarial attack against a dataset, including
normal samples, adversarial samples and noise samples (if
necessary). Because the number of effective adversarial
samples is close to 5000, we set M = 5000 in our evalua-
tion. The detection time of the same detection method for
five different attacks on the same dataset is relatively
close, so we take the average over different datasets and
report the average value. Because the magnitude of each
detection method is significantly different, we use the loga-
rithmic scale. The results are plotted in Fig. 10. We found
that the ML-LOO detection method takes the most time.
This might be because it needs to process every pixel of
an image and to calculate the attribute change of each
pixel after being covered by the reference value. It also
needs the relevant information of the middle layer of the
model. In contrast, KD + BU only computes the required
information in the feature space of the last hidden layer.
We also found that the more complex data sets require
longer detection time, due to the increase in the number of
pixels to be processed and the increase in the depth of the
classification model used. In addition, in all the four data-
sets, the ranking of the five detection methods in detection

time remains unchanged, which means that among the five
detection methods, no detection method is particularly
good at detecting adversarial samples generated on a spe-
cific data set.

VI. CONCLUSION

In this paper, we use image classification as an applica-
tion scenario to study the detection performance of differ-
ent adversarial sample detection methods in different data
sets against different adversarial attacks. We conducted a
large number of experiments on the four famous image
classification data sets of MNIST, SVHN, CIFAR-10, and
CIFAR-100, and compared the detection performance and
time performance of SPBAS, ML-LOO, KD+BU, LID,
and MAHA against common adversarial attacks. Through
the analysis of the comparison results, we found that how
to detect the existence of adversarial samples completely
is still an open question.

In the future, we will evaluate the performance of vari-
ous detection methods in more adversarial environments,
for example, evaluating the detection performance of vari-
ous detection methods against adversarial attacks with dif-
ferent confidence levels. We will gradually implement a
framework that integrates various attack methods to evalu-
ate the performance of different adversarial detection
methods.
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